
Exploring the Cost-Availability Tradeoff in P2P Storage Systems 

Zhi Yang, Yafei Dai, Zhen Xiao 
Department of Computer Science, Peking University 

Beijing, China 
yangzhi@net.pku.edu.cn, {dyf, xiaozhen}@ pku.edu.cn 

 
 

Abstract—P2P storage systems use replication to provide a 
certain level of availability. While the system must generate 
new replicas to replace replicas lost to permanent failures, it 
can save significant replication cost by not replicating follow-
ing transient failures. However, in real systems, it is impossible 
to reliably distinguish permanent and transients failures, re-
sulting in a tradeoff between high recovery cost and low data 
availability. In this paper, we analyze the use of timeouts as a 
mechanism to navigate this tradeoff. We address the challeng-
ing problem of how to choose a timeout to walk the fine line 
between causing unnecessary replication due to detection inac-
curacy, and reducing availability due to detection delay. We 
conduct simulations based both on synthetic and real traces, 
and show that the performance of our selected timeout closely 
approximates the optimal performance that can be achieved by 
timeouts, and even that of an “oracle” failure detector.  
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I.  INTRODUCTION 
Peer-to-peer (P2P) storage is an important class of distri-

buted systems which can aggregate storage and bandwidth of 
a large number of personal computers to provide service for 
various applications, such as scientific data library [1] and 
P2P-VoD systems [2]. Due to the prevalence of peer dynam-
ics (i.e. churn), a fundamental issue in P2P storage systems is 
how to tolerate failures and departures of peers [3, 4]. To 
meet the service level agreements (SLA), a system must 
achieve a certain level of availability for the data stored in it. 
To do so, current storage systems [5-9] usually replicate data 
object across multiple peers so that even if some replicas 
become unavailable due to their host failures, the object is 
still available by accessing other online replicas. Further-
more, to maintain long-term availability, a system must also 
constantly regenerate new replicas to compensate lost ones 
due to peer failures [5-9]. However, maintaining availability 
also incurs a heavy cost on storage systems since replica 
generation consumes a large amount of bandwidth [3, 4]. 
Clearly, high bandwidth cost can congest the network and 
significantly reduce system throughput, while reducing the 
number of replicas generated might result in an unacceptable 
level of data availability. Therefore, the challenge in building 
today’s storage systems is to carefully navigate this cost-
availability tradeoff, by reducing maintenance cost as much 
as possible while maintaining the desired level of availability 
[3, 6, 8].  

This challenge is further complicated by the fact that peer 
failure can be either transient or permanent. A peer suffering 
a transient failure can eventually rejoin the network, bringing 

back its stored data. Clearly, permanent failures must be ad-
dressed by restoring the level of data replication after a peer 
has permanently failed. However, an object with sufficient 
replicas can tolerate transient failures without sacrificing 
data availability. Therefore, it is desirable that an efficient 
storage system would reliably distinguish between peers that 
are temporarily down and those have permanently failed, and 
only pay the costs of replica generation following permanent 
failures. Unfortunately, reliably distinguishing permanent 
and transient failures turns out to be a daunting task, because 
peers are unresponsive in both cases [4, 8, 9]. 

Timeouts have proven to be an effective way to distin-
guish failures. The basic idea is to allow the system to wait 
for some preset timeout threshold before identifying a failure 
as permanent. Admittedly, this information is not always 
correct or up-to-date. In practice, a key barrier to adopting 
timeout is how to determine a suitable threshold [9]. Choos-
ing the timeout threshold walks a fine line between high val-
ues that incur large detection delay and reduce availability, 
and low values that produce false positives and unnecessary 
replica generation. Thus, how to select timeouts to navigate 
cost-availability tradeoffs remains unanswered.  

To explain our work more precisely, we address the im-
portant differences between early timeout-based detectors 
(e.g. [10-12]) and new detectors we have designed. First, the 
objectives of the failure detectors are different. While early 
failure detectors focused on providing fast and accurate de-
tection of all failure events (transient and permanent), our 
new failure detectors are designed specifically to distinguish 
permanent from transient failures. Second, while early fail-
ure detectors mainly relied on message delay distributions to 
adjust the QoS of the detector itself, new failure detectors 
rely on the distribution of permanent failures vs. transient 
failures to navigate the tradeoff between data availability and 
maintenance cost at system level. 
Contributions 

 We apply a semi-Markov process (SMP) to predict peer 
failures, and establish the first model for systems that 
adopt memory-based repair strategy (e.g. the system rein-
tegrates the returning replicas).  

 We propose a timeout selection mechanism to best 
achieve target level of availability, i.e., to maintain target 
availability with minimal replication cost. The key idea is 
to allow the increased availability due to false positives to 
exactly compensate for the reduced availability due to de-
tection delay.  

 To limit the search space and to reduce the computation 
cost, we propose an approximate solution to the timeout 
selection problem by pruning rare events. Through exten-



sive simulations using both synthetic and real traces, we 
show that not only does our selected timeout provide a 
near-optimal tradeoff between cost and availability; it al-
so approximates the performance of the oracle failure de-
tector.  
This paper proceeds as follows: In Section II, we de-

scribe the basic idea of timeout tuning. In Section III, we 
show the tuning method in detail, and present some attractive 
features of this method. In Section IV, we evaluate the per-
formance of our approach using both synthetic traces and 
real trace driven simulations. We present related work in 
Section V, and conclude the paper in Section VI. 

II. AVAILABILITY MAINTENANCE STRATEGY 
Replication is used to provide high data availability in a 

statistical sense. Under the assumption of independence, if 
the availability of an individual peer in the system is pc, the 
availability of a data object with r replicas (each on a differ-
ent peer) is 1− (1− pc)r. Therefore, existing storage systems 
maintain a target replication level tr for each data object to 
guarantee its availability. To minimize replication cost, tr is 
usually defined as the minimum r making object availability 
achieve target pt (as in [4, 6, 8, 9]), which means: 
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However, to significantly extend the availability of an 
object for periods exceeding individual peer lifetimes, the 
system must compensate for lost replication by creating new 
replicas, where timeouts play a key role by avoiding misclas-
sifying transient failures as permanent failures. To eliminate 
the effect of parameter tr on timeout selection, we consider 
an object with a target replication level of tr as tr duplicate 
objects, each with target replication level one. Thus, the rep-
lication level of an object is maintained as follows:  

For a given object o, the system first gives numbers to its 
tr replicas in the initialization stage, calling them r1, …, rtr. 
Then, it periodically detects the current number of non-
timeout peers hosting ri (1 ≤ i ≤  tr); if this number mi = 0, the 
system generates a new replica numbered as ri on a randomly 
selected peer; if mi > 0, no actions are necessary. In fact, the 
system considers a numbered replica as the maintenance 
unit, whose target replication level is fixed at one. By this 
way, we can restrict our attention on a numbered replica and 
use the same timeout for various availability requirements.  

Let pr be the availability of a numbered replica ri, (e.g., 
the fraction of time that the replica ri is available during the 
maintenance process), then the long-term availability of an 
object can be rewritten as 1− (1− pr)tr. Clearly, increasing 
timeout can reduce replication cost by reducing false posi-
tives, while this also decreases availability for incurring a 
larger detection delay. Thus, given that tr is computed by 
equation (1), the best timeout is the value making pr = pc, 
where the optimal cost-availability tradeoff is achieved since 
replication cost is at its minimum possible value with the 
availability target satisfied. In other words, the best timeout 
is the value that allows the increased availability due to 

false positives to exactly compensate for the reduced avail-
ability due to detection delay.  

The advantage of our selection method is that it can be 
performed on a per-replica basis. Performing selection across 
the group of replicas is difficult since parameter tr compli-
cates the underlying model [3, 9]. To our knowledge, no one 
has answered how to select timeouts in such a way. Further, 
our simulation study shows that these two selection methods 
essentially achieve similar tradeoffs; though the correspond-
ing timeouts are usually different. We refer the readers to our 
technique report [13] for details on this comparison. 

III. ADAPTIVE TIMEOUT SELECTION 
For simplicity, we first show how to compute the timeout 

by assuming that the probabilistic behavior of peers does not 
change over time, and repair time is reasonably small. We 
then drop these assumptions and suggest ways to modify the 
algorithm so that it dynamically adapts to changes in peer 
behavior and eliminates the effect of repair time.  

A. Peer Failure Model 
To keep the derivations tractable, we impose the follow-

ing restrictions on the system. We first make a conventional 
assumption that peer lifetimes are exponentially distributed 
with mean T. This has been shown to be valid in certain P2P 
environments composed of servers (e.g. PlanetLab [8, 9, 
14]). Below, we also comment on the appropriateness of this 
assumption in the cases with millions of home users (e.g. the 
Maze system [15]). In addition, we assume that peer life-
times are notably longer than the peer downtimes (one conti-
guous interval of time when a peer is unavailable), that is, T 

μ, where μ is the average downtime. This assumption is 
necessary to guarantee the existence of an efficient timeout 
[9], and is usually satisfied in typical P2P environments [8, 
15, 16]. Finally, we assume that peers are independent [17].  

The above assumptions allow us to model peer behavior 
by a continuous semi-Markov chain [18], where a peer al-
ways begins its existence in online state, alternates between 
online state and offline state during its life, and finally enters 
dead state (for simplicity, from now on we use live peer to 
refer a peer that has not yet entered the dead state). Contrary 
to a standard Markov chain (e.g. used in [19, 20]), the time 
spent in online and offline states follows a general distribu-
tion. Thus, a semi-Markov process is not Markovian at an 
arbitrary point of time. However, one can create an embed-
ded Markov chain by sampling the original process at the 
moments of transition to a new state. 

Figure 1 depicts the embedded Markov chain of the peer 
behavior, where p is the transition probability from online 
state to dead state. Clearly, peer lifetime is the absorption 
time of the chain in dead state. If the peer generates N num-
ber of transient failures before it finally permanently fails 
(that is, the chain visits offline states N times before it reach-
es dead state), we have 

 [ ]( )T E N λ μ λ= + +  (2) 

where λ denotes the mean session duration (one contiguous 



interval of time when a peer is available).  
Notice that N follows a geometric distribution, hence, 

E[N] = (1− p) / p. Solving equation (2) and using T μ to 
simplify yields 

 ( )p Tλ μ= +  (3) 

It easy to get that peer availability pc = λ / (λ+μ), i.e., the 
probability that a peer is online during lifetime. 

B. Replica Availability Model 
The above peer failure model must be translated in an 

availability model for analyzing the impact of timeout on 
long-term replica availability pr. We do so by assuming that 
the object lifetime is long enough to overcome any transient 
effects and allow asymptotic results from renewal process 
theory to hold. This assumption is usually satisfied in prac-
tice since a combination of replication and repair mechanism 
significantly extends the object lifetime for periods exceed-
ing individual peer lifetime. Let ni(t) denote the number of 
live peers hosting the numbered replica ri at time t. Since the 
peer lifetime is exponential, we see that the stochastic 
process ni(t) is a regenerative process with the regeneration 
point defined at a replacement epoch before which there are 
no live peers hosting the replica ri (e.g. ni(t)＝0) [19]. 

In Figure 2, we illustrate the sample path of a regenera-
tion cycle, say X1. We observe that the process makes an 
upward transition (a repair event) when all peers simulta-
neously time out, or alternatively, makes a downward transi-
tion when a permanent failure occurs. Suppose that n is the 
maximum number of live peers during the maintenance 
process. Let Tk be the amount of time in a cycle with k peers 
alive, then we have X1 = T0＋T1＋T2＋…Tn. Let pk denote 
the long-run average fraction of time that ni(t) = k.  

To find the best timeout, we concentrate on modeling the 
average availability of a numbered replica. A simple applica-
tion of the law of total probability gives the average replica 
availability: 
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Applying the theorem of regenerative process [19], we 
have: 
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To derive E[Tk] and E[X1] respectively, we first partition 
a regenerative cycle into intervals marked by the transition 
epochs (see Figure 2). For intervals with k peers alive, define 
Tk＋ as the length of intervals after which a repair happens, 
and Tk－ as the length of interval after which a permanent 
failure happens. Let Nk＋ and Nk－ denote the number of va-
riables Tk＋ and Tk－ in a cycle respectively (e.g.  the figure 
shows that N1＋＝2, N1－＝1), then using Wald’s equation 
[19], we have 

 [ ] [ ]( [ ] [ ])k k k k kE T E N q E T E T− + −= +  (6) 

where qk =E[Nk+] / E[Nk－]. Clearly, qk reflects the average 
number of upward transitions from state k to k+1 before a 
downward transition from state k to k−1.  

To compute E[Tk] in a recursive way, we let T≥k denote 
one continuous period of time when the process stays at a 
state with at least k peers alive. For example, the figure 
shows that T≥2 = T2++T3－+T2−. Notice that E[N1−] = 1 since 
each regeneration cycle has only one dead period, then, we 
obtain 
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We note here that T≥0 is also the length of a regenerative 
cycle X1. Define q0 = 1, we can drive the expected value of 
regenerative cycle: 
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and the expected value of Tk is given by 
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Figure 2.  Regenerative process ni(t) depicting the evolution of the number 
of live peers hosting the numbered replica ri. 
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Figure 1.  The embedded Markov chain model of a peer life. 



C. Approximate Tuning Approach 
Clearly, the probability of finding n(t) = k decreases fast 

with increasing k in that more peers are less likely to time out 
simultaneously. To avoid incurring high computational cost, 
we try to obtain approximate solutions by pruning rare states. 
By an approximate solution, we mean that it yields a timeout 
which makes pr ≈ pc (that is, a near perfect counterbalance). 
Thus, the true replica availability pr = pc + ε  where ε is the 
offset (or absolute error). To make sure the target availability 
is satisfied; we shall be interested only in conservative ap-
proximations with ε > 0. Since the replication cost monoton-
ically decreases to its possible minimum value cmin as pr 
→pc, it is more preferable to indicate the quality of approxi-
mation solution by the offset relative to pc (e.g., ε / pc). We 
avoid using the offset between actual replication cost and cmin 
since it is difficult to know the exact value of cmin.  

To obtain an approximation solution, we first need to get 
an approximation of the replica availability pr, and then de-
rive a timeout by equaling the approximate replica availabili-
ty pr* to the peer availability pc. By this way, we get a time-
out which makes pr ≈ pc in that pr ≈ pr* and pr* = pc. What 
we need to determine, essentially, is how many number of 
states are retained to get pr*. Let n0 denote the number of 
retained states, then, states ni(t) > n0 will be ignored. It is 
easy to verify that n0 ≥ 2; otherwise, the availability reduced 
in state ni(t) = 0 cannot be compensated. To make our ap-
proximation simplest, we retain a minimum number of states 
and thus n0 = 2. That is, we only consider the increased 
availability produced by one extra peer. Below, we show 
some attractive features of our approximation.  

Given that n0 = 2, we discard terms with k > 2 in (8) and 
(4), and get the approximations of the average length of re-
generative cycle and replica availability: 
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Equating pr* to peer availability pc, and simplifying the 
equation, we obtain 

 0 1 2[ ] (1 ) [ ]cE T p q E T −= −  (11) 

The term on the left side of equation (11) gives the de-
creased availability due to detection delay, while the term on 
the right side gives the increased availability due to false 
positives. The equation shows the timeout is selected to ena-
ble them compensate for each other. 

D. Timeout Estimation 
Now, we examine each variable in (11). First, E[T0] is the 

average detection delay and hence is given by the timeout δ 
(E[T0] = δ). Next, for k > 0, Tk− is given by the minimum of k 
peer residual lifetimes. Given exponential lifetimes, Tk− is yet 
another exponential random variable with mean E[Tk−] = T / 
k.  Finally, notice that a repair happens at state k only when k 
peers simultaneously time out before any of them permanent-

ly fails. In the case of k =1, a peer generates (1−p) / p number 
of downtimes on average, before it permanently fails (see 
subsection III.A), and each downtime d times out with a 
probability of P(d ≥δ). Applying the mean of binomial dis-
tribution, we get q1 = Fc(δ)(1−p) / p where Fc(x) is CCDF 
(Complementary Cumulative Distribution Function) of 
downtime. Substituting these results into equation (11), we 
get: 

 ( )11 ( )
2cc

p Tp F
p

δ δ−− =  (12) 

Notice that (1−pc) T = μ / p, we can rewrite (12) as the 
following non-linear equation: 
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For the case of exponential downtime distribution (Fc(x) 
= e−x /μ), we can obtain a closed-form solution of equation 
(13): 

 ( )( )( )1 ln 1 (1 )cδ σ σ σμ= − + +  (14) 

where c = 2p2/(1−p) and σ  =  ln(1+1/c).  
However, solution (14) also provides a useful conserva-

tive estimate for cases of heavy-tailed downtime distribu-
tions, which include Pareto, lognormal, Weibull and Cauchy 
distributions. This formally follows the fact that heavy-tailed 
downtimes imply a larger fraction of long downtime dura-
tions, thus δ should be increased to further reduce false posi-
tives. To get better solutions, one can consider using the em-
pirical downtime distribution measured from system trace, 
and solves the non-linear equation (13) with existing me-
thods (such as the bisection method). 

E. Quality Analysis 
We first give a conservative bound on qk (refer to the ap-

pendix A to [13] for a detailed derivation). 
Proposition 1: For an approximation retaining n0 = 2 

states, parameter qk satisfies, 

 / 2 12k k
kq f −<  (15) 

where f = p / (1− p). 
Using this inequality, we get a bound on the offset rela-

tive to pc (refer to the appendix B to [13] for a detailed deri-
vation).  

Proposition 2: For an approximation retaining n0 =2 
states, the offset relative to pc satisfies: 
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for all f < 1/2.  
Comparing f with E[N] (see subsection III.A), we find 



that the reciprocal of f equals transient failure rate (the aver-
age number of transient failures per peer). From equation (2), 
we know that f > μ /T since λ > 0. Further, to show the im-
portance of failure distinction, we give a rough estimate of 
the worst recovery cost compared with that of oracle detector 
(refer to the appendix C to [13] for a detailed derivation).  

Proposition 3: Without failure distinction (e.g. timeout δ 
= 0), the extra cost relative to that of the oracle detector sa-
tisfies: 

 max min

min

(1 ) (1 )c
c c

fT fTc
μ μη −= ≈ + −  (17) 

where cmax is the recovery cost without failure distinction, 
and cmin is the cost yielded by an oracle detector.  

Based on the above propositions, we summarize some at-
tractive features of our approximate solution: 

Feature 1: Our solution retains a minimal number of 
states when approximating the true replica availability, thus 
inducing the lowest computation cost. 

Feature 2: Our solution provides a better tradeoff in sys-
tems with higher transient failure rates. In particular, a 
smaller f imposes a stronger requirement on the quality of 
approximate solution (e.g., (17) indicates that ηc → ∞ as f → 
μ/T). In our solution, ηp → 0 as f → μ/T given T μ (indi-
cated by (16)). This suggests the solution provides a better 
tradeoff to balance the increasing transient failure rate. Since 
P2P networks usually have high transient failure rate, our 
solution is well suited to address the cost-availability tradeoff 
in P2P systems. 

Feature 3: Our solution can sacrifice some quality to 
take the lowest complexity and computation cost road in 
stable systems with a low transient failure rate. As transient 
failure rate 1/f decreases, the requirement on the quality of 
approximate solution is less stringent (e.g., as (17) indicates, 
given T μ, ηc ≈ 1 as 1/f → 0). In such environment, our 
solution trades quality for the simplicity of solution. 

F. Making Tuning Adaptive 
The timeout estimation requires the knowledge of peer 

failure behavior, including p, μ and Fc(x). In [13], we de-
scribe a method which can obtain these parameters directly 
from measurement trace, and this approach is periodically 
run to update these parameters. Accordingly, the system can 
adapt timeout value to the changing environment. An impor-
tant remark is now in order. Deciding that a peer has left 
permanently within a finite trace essentially requires a thre-
shold h for assuming that observing that a peer has left long-
er than h means that it has left permanently (we use h = 20 
days in our evaluation to identify permanent failures in the 
first 10-day window). We would like to emphasize that h 
cannot be used as a timeout to navigate cost-availability tra-
deoff. This is because for a subsequent analysis of the histor-
ical trace, one would choose an extremely large h to identify 
permanent failures exactly. Online detection cannot afford 
such large thresholds, since it may put data availability in 
danger. Our evaluation result clearly shows this distinction.  

G. Dealing with Repair Time  
We present here a more accurate replication method for 

estimating target replication level tr by considering the effect 
of repair time. Note that even a permanent failure can be 
immediately detected; the system still needs waiting a period 
to replace the failed peer. So the average replica availability 
over the period of peer lifetime and repair time decreases to 
Tpc / (T＋R) where R is the average repair time. Clearly, to 
compensate for the reduced availability due to repair time, 
we must increase target replication level tr: 

 log(1 ) log 1r t
Rt p p

T R
⎡ ⎤⎛ ⎞= − −⎜ ⎟⎢ ⎥+⎝ ⎠⎢ ⎥

c  (18) 

In this paper, we mainly focus on reactive systems where 
repairs are fast (the reasons are given in [13]). Thus, repair 
time has little effect on the model given R T . Besides, us-
ing a fine-gained tr also helps to mask the effect of repair 
time on timeout selection. Simulations in Section IV further 
validate this intuition.  

IV. EVALUATION 
We evaluate the performance of our method through si-

mulations based on both a failure model and actual system 
measurement traces. The two sets of simulations serve to 
validate different aspects of the advantages of our method. 
The simulations based on the failure model validate whether 
our method leads to a near-optimal tradeoff. The simulations 
based on actual system traces further validate whether our 
method still provides good performance when the system 
behavior does not exactly follow the failure model. 

A. Evaluation using Failure Model 
For simplicity, we first use a Markov failure model like 

other studies (e.g. [9, 20]), which assumes exponentially 
distributed session and downtime (Note that the SMP model 
described in Figure 1 can be applicable to general failure 
scenarios). With this model, we can plug in different set of 
transition rates to simulate different system environments. 

 We report three sets of simulations: (a) one for a P2P 
file-sharing environment such as Maze, with λ = 4.9 hours, μ 
= 14.1 hours, and T = 90 days; (b) one for a large corporation 
environment such as Microsoft Cooperation, with λ = 38 
hours, μ = 13.5 hours, and T = 290 days; (c) and one for a 
wide-area collaboration environment such as PlanetLab, with 
λ = 8.5 days, μ = 3.5 days, and T = 213 days. Note that each 
setting has a very large transient failure rate 1/ f (e.g. > 10 
transient failures per peer).  

Parameters of sets (b) and (c) are obtained from existing 
measurement [14, 16]. Parameters of set (a) are obtained 
from actual system traces [15]. Figure 3 shows the distribu-
tion of peer lifetime in the Maze system, which indicates that 
an exponential distribution is a reasonable fit for peer life-
time. Furthermore, for any lifetime distribution with a heavi-
er tail, which includes Pareto, lognormal, Weibull, and 
Cauchy distributions, equation (14) can still be used. This 
formally follows from the fact that heavy-tailed lifetime imp-
ly stochastically larger residual lifetime E[T2−] in (11), 



which only makes our solution more conservative (e.g., a 
larger relative offset ηp) but still guarantees the target availa-
bility and reduces the recovery cost. 

For each set, we use an exponential repair time with 
mean of one day and run Monte-Carlo simulations to eva-
luate performance of different timeout values. For the oracle 
detector, we assume that it knows exactly whether a failure is 
transient and permanent. We emphasize the performance of 
our estimated timeout (given by (14)) in each setting. Each 
run simulates 2000 data objects randomly scattered at start 
time across 1000 peers. 

The initial number of replicas for each object is the target 
replica threshold tr, which is computed according to (18). 
Note that tr has very little effect since timeout is performed 
on a per-replica basis. We set two nines target availability 
for the settings (b) and (c) like the configuration in [6], but 
use a lower target (one nine) for the Maze system because it 
is more time-consuming to simulate such a highly dynamic 
system maintaining a higher level of data availability. Fur-
ther, to eliminate the artificial boosting of the availability 
when taking the ceiling operation in (18), we revise the tar-
get availability pt in each setting as follows: pt = 0.9045 for 
the Maze system, pt = 0.9951 for the Corporation system, 
and pt = 0.9924 for the PlanetLab system. The particular val-
ues we choose for the target availability guarantee that when 
computing the target number of replicas tr using (18), the 
value before taking the ceiling operation is already an integer 
(8 for the Maze system and 4 for the Corporation system and 
the PlanetLab system).  

 

 
We run each simulation for a long simulated time period  

(100 days for the Maze-like environment and 300 days for 
the other two environments which have longer peer lifetime). 
Since permanent failures reduce the number of peers in the 
system, we also randomly add new peers with the same rate 
as permanent failures.  

Figure 4 shows the first set of results for the Maze system 
setting. The x-axis represents unavailability (i.e., 1 − availa-
bility) to make the cost-availability tradeoff clear. The y-axis 
increases with cost, while the x-axis increases as availability 
decreases. Timeouts ranging from 1 hour to 120 hours are 
simulated. We see that when timeout is set to be very small, 
both availability and recovery costs are very high. But when 
the timeout is set to be large, the availability falls below the 
target.  

We see that our selected timeout (96 hours) provides a 
near-optimal tradeoff between availability and cost. Its avail-
ability is only slightly higher than the target (0.5% higher) 
and cost is low and extremely close to that of the oracle de-
tector and the best timeout (3.3% higher than that of the 
oracle detector, and about 1.2% higher than that of the best 
timeout). To accurately identify a permanent failure in the 
historical trace, we use a very conservative threshold of 20 
days. Clearly, this threshold is too large since any timeout 
larger than 100 hours fails to achieve the availability goal.  

The results from Microsoft in Figure 5 and PlanetLab in 
Figure 6 show similar trends as the ones in Figure 4 (the so-
lution in Figure 6 is relative more conservative due to a low-
er transient failure rate). Thus, our solution is suitable for 
different peer failure behaviors.  
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Figure 6.  Recovery cost versus availability tradeoff with the synthetic 

trace for the PlanetLab-like environment. 
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Figure 5.  Recovery cost versus availability tradeoff with the synthetic 

trace for the Microsoft-like environment. 
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Figure 4.  Recovery cost versus availability tradeoff with the synthetic 

trace for the Maze-like environment. 
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Figure 3.  The CDF of peer lifetime. 



 
B. Evaluation using System Traces 

In this section, we use actual system traces collected 
from Maze [15], which represents a typical highly dynamic 
P2P system since its dynamic level is close to Overnet [21]. 
We choose it as experiment environment because it has been 
monitored for a long period of time. We construct the envi-
ronment with the system log from 3/1/2005 to 6/31/2005.  

We still use 1000 peers in the system to store 2000 ob-
jects. To eliminate some extremely unstable peers (those that 
permanently leave after their first appearances), we only 
store objects on peers that have appeared at least two times. 
Peer failure characteristics are directly obtained from the 
historical behavior of system in March (refer to subsection 
III.D). The result is summarized in Figure 7.  

Even the actual distribution is heavy-tailed [21], we see 
that the timeout (96 hours) given by equation (14) still pro-
vides a reasonable tradeoff between availability and cost: its 
recovery cost is 33% higher than the oracle detector. There-
fore, for applications comfortable with such a cost increase, 
using such a timeout with closed-form expression is good 
enough.  

To further provide a near-optimal tradeoff between avail-
ability and cost, we use the empirical downtime distribution, 
and solve (13) with the bisection method. The result shows 
that our new solution (164 hours) provides a slighter better 
availability than the target (1% higher), and a cost that is 
close to that of the oracle detector and the best timeout (4.3% 
higher than that of the oracle detector, and about 2.7% higher 
than that of the best timeout). To see to what extent our se-
lected timeout saves cost, we also run the Carbonite algo-
rithm [9], where the system does not distinguish failures but 
reuses the returning replicas. However, the cost of Carbonite 
is still 8.4 times greater than the oracle detector. 

V. RELATED WORK 
There exists substantial work (e.g., [10-12]) on the study 

of failure detectors in networked systems, but they are quite 
different from detectors designed in the context of storage 
system, as stated in Section I. Several projects [4, 6, 8] try to 
mask transient failures by proactively adding a number of 
extra replicas. Chun et al. [9] suggest that reintegrating re-
turning replicas can further reduce unnecessary replication. 
However, without the help of timeouts, these methods still 

incur high replication cost that is not necessary to maintain 
the desired level of availability.   

Besides the timeout-based method presented in this pa-
per, our prior work [22] proposed a probabilistic method 
which detects permanent failures. This method focuses main-
ly on the accuracy of instantaneous detections (e.g., to detect 
the current replication level of an object more accurately), 
but knows little about the impact of its false-positive or false-
negative errors on average data availability and replication 
cost. In contrast, the timeout-based method in our present 
paper can directly navigate the cost-availability tradeoff on a 
long-term basis. More importantly, any probabilistic detec-
tion for an object has O(2m) time complexity, where m is the 
total number of hosted replicas of the object. This high com-
putational cost of the probabilistic method limits its practical 
applications to cases when each object has a large number of 
replicas. Given an availability goal, such cases can easily 
arise because many factors (such as high target replication 
level, inaccurate detections as well as memory-based repair 
policy) can lead to a large m, especially in highly dynamic 
P2P systems. In contrast, the timeout-based method performs 
each detection in O(m) time, resulting in a negligible compu-
tational overhead.   

VI. CONCLUSION 
In this paper, we show for the first time, to our know-

ledge, how to select timeouts to explore the cost-availability 
tradeoff. The advantage of our timeout selection method is 
that it can be performed on a per-replica basis. By pruning 
rare events, we can easily find a timeout which is capable of 
providing a near perfect balance between reduced availabili-
ty due to detection delay and extra replication cost due to 
detection inaccuracy. Our results are very promising, show-
ing that our selected timeout achieves close performance to 
that of the prefect oracle detector and the best timeout which 
strikes the perfect balance.  
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